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* Accessing Member State systems via the RMDCN or the Internet

 Training IDs (tr?, passwords)

» Use of Member State IDs while here

< ECMWF



Setup ssh trust

e cd ~/.ssh
« Generate public/private dsa key pair

ssh-keygen —t dsa

* Add public key into ~/ .ssh/authorized keys on target host

cat 1d _dsa.pub >> ~/_ssh/authorized keys
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How many websites?
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Key web services

www.ecmwf.int — public pages/charts
www.ecmwif.int — pages requiring login
www.ecmwf.int — charts requiring login

no login required
web login required
web login and access required

software.ecmwif.int — software packages
software.ecmwf.int — user documentation
software.ecmwf.int — collaboration

no login required
no login required
web login required

apps.ecmwf.int/datasets
apps.ecmwf.int/archive-catalogue
apps.ecmwf.int/mars-catalogue
apps.ecmwf.int/codes
apps.ecmwf.int/forecaster (eccharts)

& ECMWF

web login required to download
no login required
web login and access required
no login required
web login and access required
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How many access classes?

Unregistered
Unregistered users are anonymous users (i.e., users unknown to the ECMWF computer

systems).

Self registered
Self-registered users have a unique web User ID and password. In this case the level of

web access available also depends upon the internet domain from which the user registers
on the ECMWF web site.

Fully reqgistered

Fully-registered users have been registered by the Computing Representative for their
Member or Co-operating State. They have a unique Web or computer User ID and may
have a web login password or security token. Internal ECMWF users (e.g. training user-
IDs) will also have a Unix password but this cannot be used to log in on the web sites.
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Authentication methods

* Web password
— Can be changed
— Does not expire

e Security token
» SSL user certificate

— Computer users can get certificate from https://w3cert.ecmwf.int/

 Login with password, token and certificate expires after 72 hours

* An api key for batch access to api.ecmwf.int
— Api key does not expire
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Web Services — Certificate request

1.

Start Firefox and on old.ecmwf.int navigate to
Login > ECMWEF Certificate Authority

Create certificate

® Do not remember password for this site

Install Certificate and CA

® \When asked to set a Master Password
just press “Enter”

® Trust CAto identify Web sites (only)

Quit Firefox

Restart Firefox and login to Website using your certificate

< ECMWF

)

=

Change Master Password r:—-

ecurity Device: Software Security Device

Current password: I (not set)

MNew password: ||

Mew password (again): I

=

Password quality meter

Cancel

oK
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User management

e Self reqistration

— Needs a working email address to confirm details
— Registering from within a recognised domain gives additional access rights
— Regqistering from outside gives limited access rights (e.g. to download data)

* Full reqgistration

— Access rights depend on registering organisation

 Web passwords can be reset

— Need to know your userid or email

» Web passwords can be changed

— You need to be logged in
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Examples of login and page access

About Forecasts Computing Research Learning h si About Forecasts Computing Research Learning

Your web browser has submitted a certificate that identifies you as Carsten Maass. First name
Login using the certificate for Carsten Maass
If you would like to log in with a different user 1D, please login manually here. Last name
Email

By registering you accept our terms and conditions

© European Centre for Medium-Range Weather Forecasts Accessibility Privacy Termsof use Contactus Help © Eurcpean Centre for Medium-Range Weather Forecasts Accessibility Privacy Terms of use Conmtactus Help

Login with SSL user certificate Self registration
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Examples of login and page access

CECMWF

Tell us who you are, and we'll send you a new password,

Your User ID or amaill:
Password or Sacurity Token:

Forgot your password? Heset it here,

No ECMWE web user 1D yet? Register now!

Accessipiity Privacy Jermiofuse Contastys Help ©Eurcpan Centre for Medum-Range Wealher Forecasts Accessipliy Privagy Termiofuse Contactys Help

Web password reset Login with user ID and Web password
or token
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Examples of login and page access

About Forecasts Computing Research Learning

Carsten Maass

View Change password
ECMWF username:
usc

e-mail address

Carsten.Maass@ecrmwf.int
Roles:

* authenticated user

* ecmwf

® crs_publisher

® acmad

» eurosip_technical_met_office

* eurosip_technical_meteo_france
* member_state

History
Member for

1year 2months

{3 CarstenMaass |SEeassEl

==

Locked documents Content workbench

& ECMWF

Click on “your logged in name” to
get user details

COM INTRO 2016: Getting started

About Forecasts Computing Research

You are logged in as Carsten Maass. Your User [Dis usc.

Continue

Want to change your password?

Current password:

New password:

New password (again):

Change password

When logged in can change
password

Learning EHEGGEE

==
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Examples of login and page access

About Forecasts Computing Rescarch Leaming @
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T B A A AT 2 given location, of forecasts from the Ensemble system, For detalled Information, see 51.57°N 0.83°W.
W‘ S Y - F Ao Quality of our forecasts gorumentation at the foot of the page. Nearest ENS grid point

High resclution forecast

51.57°N 0.83°W.

F— " There are differant types of Meteogram: 10 day, 10 day wave, 15 day, 15 day with dlimate,

and plumes. EFI/CDF Extreme farecast iIndex/cumulative distribution function) plots will be Height of requested lacation
umentation and sup; i {based on the GTOPO30
Ensemble mean and spread for mean sea level pressure, wind speed provided soon. fort 1 m neretof
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= | tocation - [ Meteogram type = igh resolution orography
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@ Back o cha
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Recently viewed EHS Metesgram aint:92.8m
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Reading, United Kingdom £1.57°H 0. 83 EPS land poiry 1 m

Emperature parameter i
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Not logged in: Public Logged in: Access to Logged in: Access to
charts only charts ENS meteograms
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Examples of login and page access

e — . PR Andrew Brady | Sign out
About Forecasts Computing Research Learning \UWF Products  Projections Views Save Data availability Help Go

Service status

Service Status

ECACCESS

EFAS

RMDCN

=
a
IEII |

~

Starts: ECGB:

status.ecmwf.int: public

& ECMWF

COM INTRO 2016: Getting started

® ECMWF Chart updated (Network: 0.2s - Plot: 4.Ts)

Notifications
Search daterange: last 24h last 7 days last 30 days  all
User
- Notification Action
Service Type Required
Mon 23/Feb/2015 10:00:20 UTC ECFS End MarsRD and
ECFS services
recovered.
Fri 20/Feb/2015 14:54:30 UTC  ECFS Start MarsRD and
ECFS services
degraded
Thu 19/Feb/2015 15:09:43 UTC ECGATE End System Session ]
Ended: ECGB:
slurm .
configuration . > |
change ) — ) Tue24 Wed 25 Thu 28 Wed 04
Thu 19/Feb/2015 14:38:21 UTC  ECGATE Start System Session L]

Logged in: Eccharts
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Software Support — software.ecmwf.int

 Effort to improve the support ECMWF

©F | X Home-SofwareS. = | 4

provides to MS for its software packages # (€] & ips Sofvare ecmf it isoe

JPiHome v & || ®Search * B $ =

d DedicatEd firSt Iine Of Package-Public Software Support

BUFRDC "9

support, issue L Heme
J User Guide Created by Administrator, last mi ed by Daniel Varela Santoalla on Mar 31, 2015
Administrator's Manual
man agement’ ECaccess man pages
. News About Software Support Quick Links
bl nary packag eS Additional documentation
! Releases - Webtoolkit The ECMWF software support portal allows » Download
Releases - Gateway package users to access all ECMWF software packages e Known bugs or issues
mOderated foru ms, etC. Releases - DissFTF package information in a single web site.
Forums Use the Wiki area far documentation, go ta Latest News L

Change history Releases for downloads or go to Issues if you

have any problems or have discovered a bug
ecCodes with the software packages.
ecFlow

ECaccess platforms

Alternatively you can use Ferums to ask

ECMWF Web AP| :
- questions or discuss aspects of any ECMWF 0des)
EMOSLIB
software package. P P =
- [2) GRIB APl version 1.14.5
Magics (GRIB-API)
Metview ECMWF Software Packages 2 GRIB APl version 1.14 4 released
OpenlFs ECACCESS ECaccess provides a portal for registered users HElrER=IFY
Software Support to access the ECMVWF computing and archiving facilties with Go to Latest news to access alder news
single step authentication from anywhere on the Internet items
Magics Magics++ is the latest generation of the ECMUIVF's
Meteorological plotting software Blog Posts

EMOSLIB The EMOSLIB library includes Interpolation Data analysis and visualisation using
. I

Metview created by
METVIEW Metview is an interactive meteorclogical application, lain Russell Dec 14, 2015

software and GRIB, BUFR, CREX encoding/decoding routines

which enables operational and research meteorologists to Software Suppgrt
access, manipulate and visualise meteorological data
December 2015 software releases
created by
Stephan Siemen Dec 04, 2015
Software Support

GRIB-AF| The ECMWF GRIB API is an application program

interface accessible from C, FORTRAN and Python programs
developed for encoding and decoding VWMO FM-92 GRIB edition

>

Powered by a free Atlassian Confluence Open Source Project License granted to ECMWF. Evaluate
This Confluence installation runs a Free Gliffy License - Evaluate the Gliffy Confluence Plugin for your Wili!

onfluence today.

Po

by Atlassian Confluence 5.8.17, Team Collaboration Software - Reportabug - Aflassian News
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software.ecmwf.int — other spaces

File Edit View History Bookmarks Tools Help

« Now also used

,.‘".K. User Documentatio... =

i \(- P | & hitps:/isoftware ecmwf.intiwiki/pages/

beyond for
user

= & hA
File Edit View History Bookmarks Tools Help

/ X ECMWF Training a... = \ 4

wpage.action?title=User+Documentation&spacekey=UD0OC

vc| & |[Bv Google

fatch = Share

£ Tools v

vc| & Bv Google

L. \(-_ % | & https:/software ecmwf intfwikildisplay/OPTRIECMWE +Training+activities

documentation,

training

Pages @

ECMWF Training activities

%' Training

material, ... -

:\\ Blog Created by Anna Ghelli, last modified by Carsten Maass on Feb 19, 2015
SPACE SHORTCUTS

o LATEST NEWS: Registration far ECMWF training courses in 2015 is naw closed. For mare info visit
&5 File Lists

http:/www.ecmwf int/en/learning/training
[ How-To Articles

If you want to keep up-to-date with ECMWF outreach activities (such as training courses, Webinars and
Seminars), please subscribe to our 'outreach’ mailing list.

PAGE TREE

> Introduction for new users, includi
To subscribe please send an email to

GRIB API: Library and Tools - Trai

- sympa@lists ecmwf.int with subject subscribe outreach@lists. ecmwf.int
NWP training courses

(To unsubscribe send an email to sympa@lists.ecmwf int with subject: unsubscribe
outreach@lists.ecmwi.int)

Use and Interpretation of ECMWF products

Once a year, ECMWF runs two training courses open to forecasters/managersi/researchers from Mational
Meteorological Services of its own Member and Cooperating States. The courses provide theoretical
background information on ECMWF forecasting system and hands on experience in using ECMWF
meteorological products both in the forecasting room and in making more informed decisions when weather
plays a key role. The centre point of the practical sessions is a real weather event, suggested generally by
the students themselves, which is examined with the help of meteoralogical forecast products. The course
focus on medium, manthly and seasonal forecast ranges

Forums

our training resaurces

The aim of the course is to pravide the students with background knowledge to help them to make an
informed use of ECMWF NWP products and to introduce students to novel products

Atthe end of the course, the participants will be able:

« t0 master to use of ensemble farecasts

 t0 understand potentials and weaknesses of NWP products
+ to use novel forecast products

» t0 use ECMWF products for forecast guidance

< ) <>

¥ Space toals <«
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< ECMWF

£+ Tools v

To register to our webinars click on the
title, go to the provided web link and

register for the event. You will receive an

email with the necessary information to
join the event

Today -« »

Friday, Feb 27, 2015

03 Tuesday

Iiar i i
® Copernicus Climate
Data Store
Infrastructure
workshop Webinars

04 wednesday
Mar i i
[ ] Copernicus Climate
Data Store
Infrastructure
workshop Webinars
05 Thursday

Mar g Copernicus Climate
Nata Stara

; and search for best practices

pdated articles

ian Simarro
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bs updated about
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1ange

ten Maass

CFS updated
:sterday at 10:48
'l - view change
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Wl = view chang

ar Abellan Ecija
ser Documentation
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9:48 AM = view
ange

ian Simarro

>
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Sources of information

» Service status

— Linked from www.ecmwf.int or software.ecmwf.int or directly at http://status.ecmwf.int

— less /etc/motd

e man/xman

— print entries from on-line reference manuals

— find man page entries by keyword

— beware - different parameter options on different systems

— man man will show what options are available

— not all commands will have man pages on all systems (e.g. HPCF)

* mails
— Official announcements sent to TAC Reps, Met. Contact points and Computing Representatives

— Notifications to users

« ECMWEF publications www.ecmwf.int/en/research/publications

— Newsletters, Technical memoranda, proceedings, ...
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Who to contact

» CallDesk (24h/7d) calldesk@ecmwf.int

— General problems, connectivity issues, token problems
— suspected fault

— Operational/service queries

« Software Support software.support@ecmwf.int

— any suggestions for improvements or bug reports with any ECMWF software package

— Software requests
» User Support (office hours) advisory@ecmwf.int

— advice on any aspect of the use of ECMWF computers
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Who to contact

« Data Services (office hours) data.services@ecmwif.int
— Queries regarding access to data
« Member State Computing Representative (office hours)

— registration / administration

— ECMWEF software installed locally (at national met service)

* Queries or feedback regarding the forecast products forecast_user@ecmwf.int

https://software.ecmwf.int/wiki/display/FCST/Forecast+User+Home
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Contact detalls

* Phone/fax:
— Switchboard: +44 (0) 118 9499 000
— Fax: +44 (0) 118 9869 450
— Individuals: +44 (0) 118 9499 XXX

 Individual e-mail address Firstinitial.Lasthame@ecmwf.int
I-I.Name-Name@ecmwf.int

» Postal address User Support (or Call Desk)
ECMWF
Shinfield Park
Reading
RG2 9AX
United Kingdom

—c ECMWF COM INTRO 2016: Getting started
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C File Edit View History Bookmarks Tools Help
ontact us -

J < Contactus | ECMWFE % _\.:;-,

fr (- wwwecmwfint/en/about/contact-us
File Edit View History Bookmarks Tools Help .
©F | < Getsupport|ECM.. = | 4
i € > www.ecmwf.int/en/computing/get-support v C Search wBa & =

. . N ons. Telephone:
cECMWF About Forecasts Computing Research Learning ¥ i +441p189499000

edirectedto our Press  Fax:
+44 118 986 9450

=i11=-

Get SU ppo rt lestions relating to

Ju contact the national

Getting started

Computing homepage Service status

To help you get started with our computing services, please refer to our online documentation =. .
Our facilities Check our service status

. ) s ECMWF software packages
Accessto computing facilities

For documentation on our software packages, to download the software or to follow any issues

Software visit the ECMWF software support portal. =

Get support Advice

User Support contact points . ) - )
For advice on any aspect of the use of our computing facilities contact User Support during

Service status normal working hours (9:00-17:00).

advisory@ecrwf.int

Please see the list of User Support contacts @ if you wish to contact the member of User Support
designated to your country or organisation.

Fault reporting/operational matters/all other inquiries

To report connectivity problems or a suspected fault, to make an operational query, or for any
other inquiry, contact our Call Desk which is available 24/7.

+44 1189499 303 rax 2MB)
calldesk@ecrnwf.int

revent automated
© European Centre for Medium-Range Weather Forecasts Accessibility Privacy Terms of use Contactus Help ~
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